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How to Improve Access to Data from Epidemic Surveillance and 
Electronic Health Records in order to Advance Research in 
Portugal

Como Melhorar o Acesso a Dados de Vigilância Epidemiológica 
e Registos de Saúde Eletrónicos para Avançar a Investigação 
em Portugal
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INTRODUCTION
 There is a large number of healthcare data collected 
in Portugal through various services, which can be more 
accessible and better used for research by health services 
and academia in order to inform public policies, improve the 
quality of services or advance scientific knowledge.1,2

 To answer research questions relevant to the health and 
well-being of populations, it is necessary to use secondary 
health data that exists in different information systems.3 Its 
treatment enables more consensual health policies, better 
care, maximization of benefits and minimization of risks and 
costs of interventions.4,5 The use of aggregated, non per-
sonal data for surveillance and continuous improvement of 
health services quality is an important practice but is be-
yond the scope of this article.

Social utility of data processing
 Obstacles to the generation of evidence can entail a 
high burden of preventable disease, social and economic 
damage, as well as less appropriate policies and practices 
and worse quality in services. The SARS-CoV-2 pandemic 
has reinforced the need for knowledge. Outside the pan-
demic there is a comprehensive field of health research: 
real-world studies, cohort and case-control studies, assess-
ment of the effectiveness and safety of several treatments 
and interventions, and healthcare quality research.
 According to the European Centre for Disease Preven-

tion and Control (ECDC), generating knowledge to sup-
port decision-making, strategy definition and continuous 
improvement are the main uses of surveillance systems6 
and the potential for using health records for surveillance 
purposes is being mapped.7 This usefulness of surveillance 
systems is enhanced by the existence of teams dedicated 
to research projects in research centers and health ser-
vices, contributing to the governance and advocacy aimed 
at improving the quality of policies and care. The Terms of 
Reference of contractualization for the Portuguese National 
Health System also include scientific research,8 which is 
one of the World Health Organization (WHO) Essential Pub-
lic Health Operations. 
 Routine health records are considered by the WHO a 
global public good9 and are treated as such in several coun-
tries. After being anonymized, they are accessible through 
specific procedures.5 There is an ethical imperative for max-
imizing the benefit of data for the good of societies, reduc-
ing and mitigating risks. This balance is referred to in the 
General Data Protection Regulation (GDPR).
 In Portugal, the scope and centrality of many health records 
is recognized: The National Epidemiological Surveillance 
System (SINAVE), primary health care (SClínico), Medi-
cines Prescribing (PEM), vaccination (VACINAS), hospi-
tals (BDMH, SONHO, emergencies), screening programs 
(SiiMA), cause of death (SICO), referral from primary care 
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(AlertP1), among others.
 In the context of the SARS-CoV-2 pandemic, the need to 
generate evidence enhanced access to data and cross-ref-
erencing from different information systems (using unique 
identifiers) in unique databases, with the patient as the ob-
servation unit, to answer research questions. An example of 
this is the research on the effectiveness of vaccines against 
COVID-19 in the real world based on the linkage of health 
records (SINAVE, VACINAS, SONHO, SICO). Data were 
also shared with university institutions to support the gen-
eration of evidence with some relevant outputs. Yet other 
data appear to be more underutilized in terms of producing 
scientific knowledge: the specific causes of mortality coded 
by doctors in death certificates and available in real-time 
with minor limitations that are probably stable through time 
and do not impede the analysis of trends of specific causes 
of mortality (SICO) data, which could help to understand 
the causes of excess non-COVID mortality; prescription 
data (PEM) for real-world evidence of drugs (efectiveness, 
safety, natural history of disease); primary health care data 
(SClinic) to study risk and protective factors for various 
health outcomes; vaccination data, to understand vaccina-
tion determinants.
 After data linkage and anonymization or appropriate 
pseudonymization, observational epidemiological studies 
(cohort and case-control) of high importance are possible.
 The processes for accessing this data should be easy to 
consult, simplified and facilitated, towards their widespread 
use by public health and other competent healthcare ser-
vices, academia, and other entities promoting research in 
Portugal.

Lawfulness of the processing of personal and health 
data in the face of the General Data Protection Regu-
lation (GDPR): privacy protection mechanisms and na-
tional legal framework
 Data collected without identification of its holder may be 
used without the obligations of the GDPR. This Regulation 
is intended only for personal data, defined as relating to an 
identified or identifiable person.10

 If the study does not need identification of data subjects, 
as is the case in most studies in the field of Public Health 
and in most observational research, irreversible anony-
mization may be carried out (without the creation of a key, 
or through its destruction).10 That process and the possible 
linkage of databases must be carried out by dedicated pro-
fessionals in the institutions which provide the data before 
sharing with the researchers.
 After irreversible anonymization, personal data can no 
longer be considered as relating to an identified or identifi-
able person and is excluded from the scope of the GDPR, 
and may be used, for example, without the need for in-
formed consent. 
 The detailed characterization of personal data through 
multiple variables should be avoided, alternatively, using 
the categorization of continuous variables such as age, or 
the non-inclusion of geographic variables from small areas 

or rare specific conditions.
 The processing of data must comply with the principle 
of minimization. For this, the metadata of the various data-
bases must be public so that researchers and research cen-
ters can request only the essential data, and being aware of 
their potential and limitations.

Implementation proposal in Portugal
 In view of the foregoing, procedures for health services 
and academia to access health data for scientific research 
purposes should be easily available and include the follow-
ing steps:

1. Submission of access request to the entity respon-
sible for the data, selecting the variables of interest 
(from the metadata).

2. The application should be instructed with the follow-
ing documentation:
a) Summary of the research protocol.
b) Approval of the ethics committee.
c) Approval of the data protection officer, if the 

GDPR applies (if they are not irreversibly anony-
mized).

d) Authorization for the conduct of the research 
project by the employer/institution of the re-
searcher.

e) Filling out the application form.
3. The request shall be answered within a period of not 

more than 10 working days in accordance with the 
Portuguese Code of Administrative Procedures.

4. In the event of rejection, the reasons shall be men-
tioned in writing and the manner in which they can 
be overcome shall be mentioned where possible.

5. The approval or conditional approval shall determine 
the immediate submission of the database to the ap-
plicant.

 In the institutions that hold the data, it is necessary to 
ensure the existence of dedicated professionals, respon-
sible for the following activities:

1. Maintenance and updating of a public register of 
available metadata.

2. Anonymization of data and the performance of iden-
tification tests.

3. Irreversible anonymization or pseudonymization of 
data (with or without key custody).

4. Application of privacy protection techniques includ-
ing generalization, concealment and permutation.

5. Public availability of forms required for access re-
quests.

6. Integration/cross-reference of data from multiple 
sources. Protocols for secure linkage of data be-
tween institutions and assigned responsibilities must 
be ensured.

CONCLUSION
 The public entities responsible for the various types 
of data of health information systems in Portugal should 
have clear and simple procedures for requesting data and 
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guarantee the existence of responsible personnel for the 
processing and sharing of secondary data. Available health 
data should be publicly listed with corresponding respon-
sible institutions and link to metadata and data access re-
quest. Processes must be agile and guided by easily avail-
able public documents, produced by the responsible enti-
ties, in accordance with the law. Metadata must be listed in 
those documents.
 Harmonized access to health data for research by ser-
vices and academia and the linkage of data from different 
systems before sharing with researchers are urgent neces-
sities for the advancement of health knowledge. Respect 
for the ethical principles of research and national and inter-
national data protection standards should be ensured, while 
promoting the social usefulness of registries.6 National law 
and the GDPR protect the use of this data for research, 
thus ensuring the applicable assumptions. The GDPR does 
not apply to irreversibly anonymized data even though its 
general principles of risk reduction should always be con-
sidered.
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